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m Projeto Firewall

 Projeto de abrangéncia institucional iniciado em Jan/2014.

 Implantacao de appliance e padronizacao de rede ethernet nos 37
campis, NTI e reitoria .

« Gerenciamento centralizado na reitoria com autonomia ao campi.

BE®N INSTITUTO FEDERAL
B® S30 Paulo
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m Marcas envolvidas

* Foi definido a marca depois de varios meses de estudos, reunides
e teste realizados.

« Optou-se na época pela McAfee, principalmente pela forma de
licenciamento.

STONESOFT ~ STONESOFT  (inteD  Forcepoint

A McAfee Group Company
ounn

BE®N INSTITUTO FEDERAL
B® S30 Paulo
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® Projeto Firewall

« Todos 0s campi possui appliance;

« Todos os campi estao conectados via VPN Site-to-Site com o Data

Center provendo 0 aceso a servicos tais como: Relégio de Ponto,
Voip, etc.

« Possui suporte facilitado atraves da reitoria pela padronizacao
realizada.

BE®N INSTITUTO FEDERAL
B® S30 Paulo
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® Funcionamento da solucao
[ @Q J {@)g ]  Atualmente o IFSP utiliza o item 1 e 6

Management Client Web Portal

Nnos campis e reitoria;

& N ~
@i @E @i » Os itens 3 e 4 sdo hospedados em
e se )| sme ) VMsno Data Center;
[® NGFW Engines J
®
1

BE®N INSTITUTO FEDERAL
B® S30 Paulo




mSuporte Forcepoint

« Tipos de Suporte (média 25% do valor do produto por nivel)

FORCEPOINT SUPPORT OFFERINGS ESSENTIAL ENHANCED ENTERPRISE

247 Online Support Coverage 9 ® [

247 Severity 1and Severity 2 Issues @ @

Customer Advocate @

Technical Account Manager (TAM) 9

Case Reviews Monthly & Quarterly

Health Check Annual Semi-Annual

Onsite Visit @

Severity 1 N/A 45 minutes 30 minutes

Severity 2 MNfA 2 hours 2 hours

Severity 3 N/A & business hours 4 business hours |
== . Severity 4 MNfA 2 business days 1business day 1 J ﬂ
EE® INSTITUTO FEDERAL 1 11

B® s30 Paulo —
1111



B Versoes de Softwares do SMC

A forcepoint tem algumas versdes softwares do SMC que sao
Long-Term Support version (LTS). Essas versao sao mantidas no

mMinimo 2 anos apos a data de lancamento.

 As versdes LTS suportadas atualmente sao SMC 6.5., SMC 6.8. e

svic 10, | N e P

Sep 26, 2014 Dec 02, 2015
6.1 Oct 19, 2016 6.1.3 Oct 03, 2017 Oct 03, 2018
oun
1T 6.4 Feb 20, 2018 6.4.10 Apr 08, 2019 Apr 08, 2020
WEE INSTITUTO FEDERAL 6.10 17 Mai, 2021 6.10.10 J -

B®  S3o0 Paulo J



m Softwares na Reitoria

« O sistema funciona sobre dois softwares aléem do hardware
(appliance)

* SMC (Security Management Center);
« SMC Domain Elements;
* Atualmente a reitoria esta com SMC 6.4.10 e 6.10.7

« Atualmente o IFSP possui as duas licencas com vencimento em

oum 01/Ago/2025 com suporte e updates ativos;

BE®N INSTITUTO FEDERAL
B® S30 Paulo
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m Softwares na Reitoria

FEile View Help
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mValores dos Softwares - Reitoria

* Investimento realizado em Agosto de 2022

1 Forcepoint NGFW ManagementCenter, Cloud Access &Network Security SMCX-2-CP36-X-N R$65.000,00

2  Essential Support forForcepoint NGFW ManagementCenter, Support ESESPT-2-CP36-X-N RS 9.900,00

Total do Software RS 74.900,00

1  Forcepoint SMC Domains,Cloud Access & NetworkSecurity (200 Domain) ODFSMCX-0-CP36-X-N RS 17.000,00

2  Essential Support forForcepoint SMC Domains,Support ESESPT-0-CP36-X-N RS 2.200,00

Total do Software RS 19.200,00

1 Total Geral  R$ 94.100,00 r
WEW INSTITUTO FEDERAL 1 1]

B®  S3o0 Paulo j‘..




m Projeto Firewall

* |IPs de rede interna padronizados por campi (Ex: 10.106 -BRT)

IPs interno padronizado i
i 8% Representa 3 campis:

« Caraguatatuba (CAR)
e e Catanduva (CTD)
« Sao Paulo (SPO)

BE®N INSTITUTO FEDERAL
B®  S3o0 Paulo
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m Projeto Firewall
« Modelos de appliances do IFSP

Modelos de Appliances

» Atualmente o IFSP possui 41

appliances de 6 modelos, com

M 1065 NGFW

m 1035-C1 FWL Variagéo end Of |ife e fim de
315-C1 FWL Suporte.

M 1105 NGFW

BE®N INSTITUTO FEDERAL
B® S30 Paulo




B Firewall 315 Appliance

Firewall 315 Appliance Mar 31, 2016 Mar 31, 2019 Mar 31,2020 Mar 31, 2021 N110

03 Out, 2017 6.3.15 31 Mar, 2021 Mar 31, 2022

» E suportada pelo SMC 6.10.10

A
onm - Nao suporta SMC 7.x / E updates do SMC | | =
W INSTITUTO FEDERAL « 579 dos appliance hoje no IFSP BT T T

B®  S3o0 Paulo | _JJ...


file:///G:/Drives compartilhados/CAOTI-DTI/15 - Apresentações Modelos e Templates/Firewall/datasheet_forcepoint_ngfw_315_series_en.pdf

B NGFW 1035 Appliance |

NGFW 1035 Appliance Fev 15,2013 Dec 31, 2018 Dec 31, 2018 Dec 31,2022 Dec 31,2023 N1101

08 Out, 2018 6.5.14 30 Nov, 2022 30 Nov, 2023

onm « Desta forma nao e suportado o SMC 7.x.
1

BE® INSTITUTO FEDERAL « Fim de vida bem préxima
B®  S3o0 Paulo Y

BEEEE

i
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file:///G:/Drives compartilhados/CAOTI-DTI/15 - Apresentações Modelos e Templates/Firewall/datasheet_forcepoint_ngfw_1035_series_en.pdf

B NGFW 335 Appliance

NGFW 335 Appliance Jul 01, 2018 May 10, 2023 May 10, 2027 May 10, 2027 May 10, 2028 N352

» Suporta o Firmware versao 7.x

« Os campus que ja possui tem seu suporte e garantia antes do fim de vida do

hardware;

g
BE®N INSTITUTO FEDERAL
B®  S3o0 Paulo



file:///G:/Drives compartilhados/CAOTI-DTI/15 - Apresentações Modelos e Templates/Firewall/datasheet_forcepoint_ngfw_300_series_en.pdf

BNGFW 1105 Appliance

NGFW 335 Appliance Oct 28, 2017 May 10, 2023 May 10, 2027 May 10, 2027 May 10, 2028 N355

» Suporta o Firmware versao 7.x

« Atualmente somente o Data Center e o campus Capivari possui;

onm i
] ol
EEE INSTITUTO FEDERAL 11

B® s30 Paulo




m Troca de Appliance

* Ciclo de Vida do suporte do hardware com software

Firewall 315 Appliance
NGFW 1035 Appliance
NGFW 1065 Appliance
NGFW 325 Appliance
NGFW 335 Appliance
NGFW 1105 Appliance
NGFW 352 Appliance

NGFW 355 Appliance

Fev 15,2013
Feb 15, 2013
Nov 15, 2014
Jul 01, 2018
Oct 28, 2017
Feb 10, 2023

Feb 10, 2023

WM INDITIUIV FEVDEKAL

B® s30 Paulo

Mar 31, 2016
Dec 31, 2018
Dec 31, 2018
Dec 31, 2018
May, 10 2023

May 10, 2027

6.10

6.10

6.10

Mar 31, 2019
Dec 31, 2018
Dec 31, 2021
Dec 31, 2021
May, 10 2027

May 10, 2027

Mar 31, 2020
Dec 31,2022
Dec 31,2022
Dec 31,2022
May, 10 2027

May 10, 2027

Mar 31, 2021
Dec 31,2023

Dec 31, 2023

N110

N1101

N1105

Dec 31, 2023 N335, N120

May, 10 2028

May 10, 2028

N352

N2201

J;

1 |



m Troca de Appliance

B STONESOFT

Ia

L=

rorcepoint :

NGFW 352 /355 Appliance

BE®N INSTITUTO FEDERAL
B® S30 Paulo

NGFW 335 Appliance

28/06/2023
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m Troca de Appliance

NGFW 355 Appliance NGFW 1105 Appliance

gz
BE®N INSTITUTO FEDERAL
B® S30 Paulo




m Troca de Appliance

STONESOFT

Firewall 315 Appliance

BWE®E INSTITUTO FEDERAL

Sao Paulo

LICENSED PERFORMANCE

Firewall throughput
(UDP 1514 byte packets, no inspection)

Throughput
(UDP 1514 byte packets, with inspection)

64 byte PPS
HTTP inspection (21 kB payload)
SSL inspection client / server side

New TCP connections/sec
(no inspection)

New inspected HTTP connections
/SecC (21 kB payload)

Concurrent connections
Inspected concurrent connections
VLANs

VPN throughput (AES-128-GCM)
VPN tunnels

Concurrent VPN Clients

Server loadbalancing
Management count

High availability

FW-315
500 Mbps

250 Mbps

250 000
100 Mbps
15 Mbps/-
10 000

500

300 000
150 000
32

100 Mbps
500

25

yes

1

Clustering
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MAXIMUM PERFORMANCE L3 FW/VPN

mTroca de Appliance ...

(UDP 1514 byte packets, no inspection)

NGFW 1 035 App“ance Throughput 500 Mbps

(UDP 1514 byte packets, with inspection)

64 byte packets per second 600 000
(no inspection)
HTTP inspection 250 Mbps
x _‘j, (21 kB payload)
SSL/TLS inspection throughput 150 Mbps
5, (AES-256)
£ '
<..’-'3‘ New TCP connections/sec 40 000

= m—

"“i.‘.‘." o

(no inspection)

.&@«M@F&?ﬁ | . J: E\;{im;( énpsaefle(;:;g}d HTTP connections 1 500
Concurrent connections 6 million
Inspected concurrent connections 280 000
VLANs Unlimited
VPN throughput (AES-128-GCM) 1.2 Gbps
BE VPN tunnels 20 000 | -
BEN N STlTUTO FEDERAL Concurrent mVPN Clients Unlimited l;

B®  S3o0 Paulo di
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m Troca de Appliance R
|
NGFW 352/355 Appliance NGFW/NGIPS throughput

(HTTP 64KB payload) SREL A Sl
(UDP1S1 byt peyload e
el e
rorcepoint

Threat Prevention Throughput 1.5 Gbps 3.0 Gbps
TLS 12 inspection (44kB payload) 700 Mbps 1300 Mbps
IPsec VPN AES-GCM-256 11 Gbps 24 Gbps
Mobile VPN clients Unlimited

Max concurrent IPsec VPNs 20,000 30.000
Max concurrent inspected HTTP connections 70,000 200,000
Max concurrent connections 5 Million 15 Million
MNew TCP connections/sec 160,000 300,000
VLAN tagging Unlimited

. . \irtual contexts default/max 3/3 5/25

... INSTITUTO FEDERAL Max concurrent ZTNA users 50 250
WM S3oPaulo




m Troca de Appliance
Firewall 315 VS NGFW 335 Appliance

88 Infraestrutura / Campus IFSP & =

Campus

~ Status

Status

Campus Matiio (MTO) +

Carga de CPU

Uptime

No data

~Processamento

0%
03150000 03151200

— Cargade CPU

- Trifego

0
3150000 03151200
= Conexdes aiivas

Uso de CRU

03160000 03161200 03170000
Conexties ativas

03160000  03/161200  03/1700.00

1
BWE®E INSTITUTO FEDERAL

Sao Paulo

31%

03171200

Conexdes ativas

100 Me/s

737, ~=

s [—
03150000 03/150600 03/151200 03151800
= Domriiek - Principal == Uplink - Principal

Uso de Meméria
Lessm .
1mee
16868
\ —A v A
15268 __n UM VA N\
1sce
W00 015120 GNI60000  ONIIZO0 G008 031TIZO0
Las
= (T 13858
T 15568
Tréfego de Rede

- —l - - | RS g
03151200 03160000 03161200 03170000 03171200
Last®
= Tradego de Entraca 40,0 Mors
— Tridego de Sai 1,08 Mo/

03/160000 03160600 ©3/16 1200

€ (@ 2023-03-1500:00:00 0 2023-03-17 23:59:59 +

Trifego de Rede

03/16 1800

Memdria Swap
w1
191m8

08

03150000 03151200 OI60GO0 03161200
= Sunp Torsl
— Swap ulizsos

Trafego de pacotes
15K
10K
s
0atste00 038 1Z00

= Pacotes reeitados

037170000 93/

v a

0800 03171200
070000 03171200
03117 00.00

o

- @

Last
e

36 KB

88 Infraestrutura / Campus IFSP ¢ =&
Campus | Campus Mat3a (MTO) ~
- Status
Status
! Uptine
~Processamento
Usode CPU
00%
a0%
603
0%
208
0571200 05180000 0518100
— Carge de CRU
- Trifego
Caonexbes ativ
0K
ex
K
ax [
o \
US170000  OS171200  OSMM0GDO  OSAS1ZO0

— Conpudes avias

Carga de CPU

496 -~

05190000

05190000

05191200

05181200

Conexties ativas

T00Mbre

05171800
= Downlink - Principal == Uplink- Principl

Uso de Meméria

e —— A

05170000 0/17 1200

DSBO000  OSAB1200  OSAS0000 05131200
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Trifego de Rade
Toa Mo
LI

muee I

saers -

By

ob/s — -

08170000 71200 05190080 05131200

= Trifego de Enrads
fege de Saics

05180000 05/1806:00

© (@ 20230517 00:00:00 1020230519 235985 « 3 @
Tréfego de Rede
Z v .
0S/181200 OS1B1E00 DS190000 OS190800 DSNSIZ00 05191800
Meméria Swap
18ec8
1
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— Swan Totsl
— Smapu
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ax
K
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— Pacoms cescamass

= Pacows resitadon

U
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mValores Appliance 335 5

« Orcamentos realizados entre Fev/2022 a Mar/2022

Forcepoint NGFW 335 Appliance, Cloud Access & Network Security (Aplliance 335) N335-0-XX00-X-N RS 30.609,33

Forcepoint NGFW 335 Warranty - Advanced RMA (36 months), Cloud Access & Network

2 .
Security

N335WR-0-XX00- X-N
3  Essential Support for Forcepoint NGFW 335 Appliance, Support ESESPT-0-CP36-X-N RS 10.103,60

Total do Appliance RS 40.712,92

« Appliance / Licencas adicionas no appliance - Ndao necessarias

Forcepoint Advanced Malware Detection for NGFW N1035, N1101, N335, N335W, Cloud

Access & Network Security FPAMD3X-0-CP36- X-N RS 8.239,31
Forcepoint NGIfW URL Filtering for N1035, N1101, N335, N335W, Cloud Access & FPURL3X-0-CP36-X-N RS 6.120,92
Network Security

‘. [] Total do Appliance + Licengas Extras RS 55.073,15

BE®N INSTITUTO FEDERAL
B® S30 Paulo




mValores Appliance 1105

« Orcamentos realizados entre Fev/2022 a Mar/2022

Forcepoint NGFW 1105 Appliance, Cloud Access & Network Security (Aplliance 1105) N1105-0-XX00-X-N 70.360,81
Forcepomt NGFW 1105 Warranty - Advanced RMA (36 months), Cloud Access & Network N1105WR-0-XX00-X-N
Security

3  Essential Support for Forcepoint NGFW 1105 Appliance, Support ESESPT-0-CP36- X-N RS 16.035,23

Total do Appliance RS 86.396,04

* Appliance / Licencas adicionas no appliance - Nao necessarias

5 Forcepoint AdvarTced Malware Detection for NGFW N1065, N1105, N2201, Cloud Access FPAMDA4X-0-CP36- XN RS 16.056,40
& Network Security

6 Forcepoint NGFW URL Filtering for N1105, N2201, Cloud Access & Network Security FPURL6X-0-CP36- X-N RS 14.739,85

Total do Appliance + Licengas Extras RS 117.192,29

L] " -
BE®E INSTITUTO FEDERAL .
B® S30 Paulo

11



mValores Appliance 352 SRR

« Orcamentos realizados em Maio de 2023

Forcepoint NGFW 352 Appliance N352 RS 32.000,00
2  Forcepoint NGFW 352 Warranty - Advanced RMA (36 months) N352WRNTY
SPRT RS 6.500,00

3 Essential Support for Forcepoint NGFW 352 Appliance (36 months)
Total do Appliance RS 38.500,00

« Appliance / Licencas adicionas no appliance - Nao necessarias

4  Forcepoint Advanced Malware Detection for NGFW 352 Appliance (36 months) AMDPFWS
FPURL3X RS 7.100,00

RS 6.500,00

5  Forcepoint NGFW URL Filtering for NGFW 352 Appliance (36 months)

Total do Appliance + Licengas Extras R$ 52.100,00
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mValores Appliance 355 —

« Orcamentos realizados em Maio de 2023

Forcepoint NGFW 355 Appliance N352 RS 60.000,00
2  Forcepoint NGFW 355 Warranty - Advanced RMA (36 months) N352WRNTY
3 Essential Support for Forcepoint NGFW 355 Appliance (36 months) SPRT RS 12.000,00

Total do Appliance RS 72.000,00

« Appliance / Licencas adicionas no appliance - Nao necessarias

5  Forcepoint Advanced Malware Detection for NGFW 355 Appliance (36 months) AMDPFWS RS 6.500,00

6  Forcepoint NGFW URL Filtering for NGFW 355 Appliance (36 months) FPURL3X RS 11.500,00

Total do Appliance + Licengas Extras R$ 90.000,00
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B NGFW URL Filtering

 Categorias servico externo Forcepoint™ ThreatSeeker® Intelligence
Cloud.

* ThreatSeeker Intelligence Cloud (ThreatSeeker) fornece categorias

para sites maliciosos e varias categorias para diferentes tipos de
conteudo nao malicioso.

« O mecanismo NGFW envia solicitacbes de categorizacao usando

HTTPS para o ThreatSeeker.
onn
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B Advanced Malware Detection

« Um scanner antimalware compara o trafego de rede com um
banco de dados antimalware para procurar virus e outros

malwares. Se for encontrado malware, o trafego é interrompido;

e Detecta ameacas avancadas analisando o comportamento dos

arquivos em um ambiente de sistema operacional restrito

normalmente em um sandbox externo.
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m DDoS / SQL Injection

« DD0S: Tambem chamado de ataque de negacdo de servico
distribuido, o ataque DDoS se aproveita da limitacao de um
servidor e o bombardeia com solicitacdes simultaneas de diversas

origens para sobrecarrega-lo e deixa-lo fora do ar.

« O SQL Injection é uma técnica de atague baseada na manipulacao
do cdédigo SQL, que é a linguagem utilizada para troca de

informacgdes entre aplicativos e bancos de dados relacionais
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m Contato e Duvidas:
* infra@ifsp.edu.br
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