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Global Reach & Support
Majority of our R&D is based in North America

13,200+
Employees
Worldwide

Engineers

Hardware
One Third

Software
Two-Thirds

Support Centers

Centers of Excellence

Headquarters

Dev Centers

Fortinet Dev & Support

Point-of-Presence (POP)

Burnaby
Canada

Ottawa
Canada

Bangalore
India

Uberlandia
Brazil

Kawasaki
Japan

Sunnyvale
US

Sofia
France

Chicago
US Herzliya

Israel

Concord
US
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The Fortinet Advantage

Security Processors

Superior NGFW and
SD-WAN performance

and efficiency

FortiOS

Ties all the Security Fabric’s 
security and networking 
components together

Security Fabric

Organically developed, highly 
integrated and automated 

cybersecurity platform

Ecosystem

300+ partners
500+ integrations
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8
MAGIC 
QUADRANTS

COMPASSES

Fortinet is one of the most validated 
enterprise cybersecurity companies in the 
world ranking in leadership positions across 
dozens of analyst reports highlighting the 
broad application of the Fortinet Security 
Fabric.

37
Enterprise Analyst 
Reports Validate Fortinet 
Across Networking 
& Security

MARKET 
GUIDES

9
#1 IN CRITICAL
CAPABILITIES

6
PEER INSIGHTS 
CUSTOMERS’ 
CHOICE 4

WAVES

5
NOWTECHS/ 
LANDSCAPES

10
RADARS

6
MARKETSCAPES

4

PLATFORM 
NAVIGATOR

1 5
GIGAOM
RADAR

8*Analyst validation includes reports where expert and independent 3rd party analysts rank 
and evaluate vendors: Gartner Magic Quadrants, IDC Marketscapes, Frost & Sullivan 
Radars, Forrester Waves, Westlands Advisory Plaform Navigator, Kuppingercole
Compasses, Gigaom Radar.
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Users and Devices

Public Cloud

SaaS

Internet

Edge

Applications
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Data Center

FortiClient ZTNA

NOC FortiGuard

FortiWeb

Branch

Campus

OT

WFH

Employees

Contractors
FortiGate VM

FortiMail

FortiManager

FortiMonitor

FortiAIOps

FortiPolicy

FortiGuard
Web 
Security

Content 
Security

Device 
Security

SD-WANFortiAP/
FortiSwitch

Networks

FortiGate

Securing the Digital Experience

FortiProxy

SOC

FortiAnalyzer

FortiSIEM / 
FortiSOAR

FortiGuard 
SoCaaS / IR

FortiNAC

FortiAuthenticator

FortiToken

FortiExtenderRemote 
Access/VPN

FortiDDoS

FortiADC

FortiCASB

Control and Protect Everyone and 
Everything on or off the Network

Secure Any Application 
Journey on Any Cloud

Speed Operations, with 
AI-powered Automation

Counter Threats, with 
Coordinated Protection

FortiEDR /
FortiMDR

FortiDeceptor
FortiRecon
FortiNDR

FortiSASE

FortiGate 
Cloud

Application
Security

SOC
Services

Fortinet Security Fabric Expansion



Key concepts
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Secure SD-WAN

SD-Branch

SD-WAN

Secure SD-Branch

Multi-Cloud

What’s Secure SD-Branch?

Internet / SaaS

Internet
Backhaul

Legacy WAN

Internet

Internet Overlay

MPLS Overlay

LAN

APIs

Connectors
DevOps

Ecosystem
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Zero Trust Principles: 
Never trust, always verify.

Discover

Control

Monitor

Users, devices, system, data and applications

Use policies to grant least privilege, authorize 
and authenticate everywhere, all the time and on 
a per-transaction basis.

Continuously monitor, re-evaluate and assess 
cyberhealth. Baseline and adapt

Assume you were breached.
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3

4
5

1

6
Zero Trust

USERS
DEVICES

ANALYT ICS

AUTOMAT ION

NETWORK

APPLICATIONS

Analytics
Observe in real time what is 
happening

Automation
Automate event responses across 
products to reduce reaction time

Devices
Real-time cybersecurity posture 
and trustworthiness of devices 

Users
Identity, Credential, and Access 
Management 

Applications
Securing and properly managing 
the application layer

Network
Control network access, visibility to 
make dynamic policy and trust 
decision on network and data traffic

Fundamental Pillars of Zero Trust

“ACT-IAC Zero Trust Cybersecurity Current Trends”



Industry Challenges

3
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Today’s students come to school technically savvy

• Expect to be engaged 

• Expect technology “should just work” 

Network enabled learning tools

• Digital “Chalkboard”

• Assignments given and turned in online.

• Interactive applications to engage and enable students.

• Effectively monitor and help students who are having 
difficulties.

Security is a key concern

• Protect information 

• Ensure proper use

• Security vs User Experience

New Educational Landscape Drives Digital Transformation
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What IT challenges are Educational CIOs facing?

Well… 
Why not ask to the 
new oracle?

ChatGPT
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Cybersecurity and data privacy

Digital Transformation / Hybrid Learning

Compliance requirements

Budget Constraints 

User experience and adoption

Digital Equity 

According to ChatGPT “Researcher Group”…
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Ok. But what’s all about Fortinet Zero Trust?
Easy-Peasy: Our Zero Trust solution can help you in

Improving security Simplifying management Delivering greater agility Improving user experience Increasing efficiency 
and reducing costs

But… HOW? 
Glad you asked…
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Cybersecurity Point Products

DLP
SOAR

EASM

Security
Operations

LAN
NGFW

SWG

EPP
EDR

CASB

EMAIL

CWP

SIEM

WAF

NAC

ZTNA

XDR

IAM

20 Vendors

Implementing a consolidated network

SOAR
SIEM

EASM

LAN
NGFW

SWG

EPP
EDR

CASB

EMAIL

CWP

vFW

WAF

NAC

ZTNA

XDR

IAM

Cybersecurity Platform Approach

4-6 Platforms

The most common way many 
companies implement 
networks:
- Multiple products from 

multiple vendors
- None to basic integration

The recommended approach 
by Gartner Cybersecurity 
Mesh Architecture:
- Multiple products from few 

vendors
- Advanced integration 

capabilities

Zero Trust 
Access

Cloud 
Security

Open 
EcosystemSecure 

Networking

FortiGuard
Threat 

Intelligence

Network 
Operations

Security 
Operations

The Fortinet’s approach:
- Few products from few 

vendors (or single vendor)
- Fully integrated and easy 

to use solutions
- Prompt response to stop 

threats
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Why 
Architecture?
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Create a 
mature and 
efficient 
security 
strategy 



Fortinet Vision
Network Convergence and Consolidation
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Secure networking will be larger than networking by 2030
Convergence

Networking 
60%

Secure 
Networking

40% Networking 
48%

Secure 
Networking

52%

2010 Today 2030

Networking 
70%

Secure 
Networking

30%

1 Gartner, Forecast: Enterprise Network Equipment, Worldwide, 2022-2026, 3Q22 Update (December 2022). 2 Gartner, Forecast: Information Security and Risk Management, Worldwide, 2022-2026, 3Q22 Update (December 2022). 
3 Fortinet estimates.
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Old vs New Network Landscape

Connection based on IP

Connectivity
Trust Everything

ApplicationDevice Networking

Small amount of 
compute required

ApplicationDevice Secure Networking

Secure Connectivity
Zero Trust

Connection based on application, content, 
users, devices and location

More compute 
required
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According to Forrester, 
organizations that 
adopt converged 
networks can achieve 
cost reductions of up 
to 25%.

According to IDC, 
converged networks 
can improve network 
efficiency by up to 40%

Gartner reports that 
organizations that 
adopt converged 
networks can reduce 
network downtime by 
up to 70%.

According to IDC, 
converged networks 
can improve employee 
productivity by up to 
20%.

According to Forrester, 
organizations that 
adopt converged 
networks can reduce
the number of security 
incidents by up to 
30%.

Effectiveness of converged networks

* Forrester: "Converged Infrastructure: Benefits Beyond the Data Center” / Gartner: "The Top Six Benefits of Converged Infrastructure” 

Cost Reduction Improved Efficiency Reduced Downtime Increased Productivity Increased Security



Fortinet Technologies
Convergence and Consolidation
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Data 
Centre 1

Data 
Centre 2

Fortinet Zero Trust Architecture

FortiGate-HW

User

FortiGate-HW

Device

Web App

RDP

File Share

Web App

RDP

File Share

Web App

RDP

File Share

EMS

INTERNET

Web App

File Share

RDP

SaaS Apps
SASE

FGT

Validate 
Device

1

Verify 
User

2

Device 
Posture

3

Application 
Access Only

4

Encrypted

5
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Tight Integration With LAN, WLAN, WWAN, ZTNA 
Transition to support SD-Branch, SASE and Zero Trust Edge

Wireless WAN

Only Vendor Integrates & Manages All Functions with a Single Management

SD-WANNGFWLANWireless LANZTNA

Enhance Operations 
and Lower TCO

Accelerate
Troubleshooting

Accelerate Transition to Zero 
Trust Edge & SD-Branch

Simplify Architecture 
and Management
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LAN Requirements Convergence High ROI & Low TCO

One Console One Config

Fewer Licenses
Simplified Operations 

Fortinet LAN Edge Difference

NGFW

Switching

Wireless

NAC
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NOC and SOC integration
FortiGate

>_
FortiSwitch

FortiAP
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Tracked Identity for regulatory compliance

It’s no longer about what a device is doing, it’s about what a specific user is doing
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Zero Touch Deployment

1. Connect FortiGate to 
internet  

2. FortiGate sends out 
discovery to FortiDeploy

3. FortiDeploy pre-populated 
with serial Id of FortiGate, 
forwards to assigned 
FortiManager

4. FortiManager pushes 
configuration to FortiGate 
FortiSwitch and FortiAP. 

Internet
NOC/SOC

FortiManager

1

2

3

4

SD BRANCH

• Ship equipment directly to site
• No costly onsite expertise necessary 
• Time to deploy minimized
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Simplified Management
Integrated Security

Lower TCO

Large Branch 

Medium Branch Small Branch 

Multi-Cloud SaaS

Data-Center

IoT

SD-BRANCH Network Access

WAN Edge

FortiNAC

IoT
Network Access

WAN Edge

SD-BRANCH

FortiNAC

LTEMPLS

Internet 1

SD-BRANCH

FortiNAC

LT
E

M
PL

S

In
te

rn
et

 1

MPLS
Internet 1

Internet 2

NOC/SOC

FortiManager Centralized 
FortiNAC

WAN Edge

Network Access

IoT

Secure SD-Branch Deployment
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FortiAIOPs
Powered by AI
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Native Automation



Use Cases
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Network Access 
Control

Securing Work 
From Anywhere

Automate 
incident response

Use Cases 
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• Accurate endpoint Information
• OS
• Logged-in user / social ID / avatar
• FortiClient status
• Endpoint vulnerabilities
• Correlate multiple MAC
• Online / offline

• Provide endpoint risk score to 
the Security Rating

• Risk-based awareness
• Unpatched vulnerabilities.

19

Use Case – Network Access Control
Advanced Segmentation
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Teacher

Moodle

HR portal

>_

Student

FortiSwitch FortiGate

User Group Destination Permission

Teacher / Student Moodle

Teacher SUAP

Student Portal RH

Teacher / Student Internet

>_

VLAN 10

Use Case – Network Access Control
Intent-based Segmentation
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INTRANET Finance
Segment - Finance

INTRANET Sales

INTRANET IT

Central Management FortiGate

User: Paulo
Group: Finance

User: Joana
Group: IT

User: Anderson
Group: Sales

Segment - IT

Segment - SalesDenied Access

Critical 
Vulnerability

Tag

Use case – Securing Work from anywhere
ZTNA



44© Fortinet Inc. All Rights Reserved.

FortiAnalyzer

Detection 
Engine

FortiGate

1

2
3

4

5

Stations trying to 
access malicious site

Traffic detected 
(or blocked)
by FGT UTMLogs sent to FAZ

FAZ IoC engine 
computing logs

IoC detected by FAZ
Event sent to FGT

Use case – Automate incident response 
Automation via IOC
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Use case – Automate incident response 
Automation via IOC



Closing remarks
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Summary

Zero Trust is a philosophy/culture, not a solution. So...

Follow Fortinet recommendations

Take the FTNT Maturity Level Evaluation 

Trust no ONE else, but us.

Assess your 
current security 

posture

Define your 
security goals

Develop a 
security strategy

Prioritize your 
security 

investments

Implement ZTA

Monitor and 
maintain your 

security posture

J
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Improving your Zero Trust Skills




