F:=RTINET

Applying Zero Trust to enable a
Secure SD-Branch

Anderson Silva C. Freire

Sr. Business Dev. Engineer — Americas International (SAT)

silvaa@fortinet.com




Agenda (- 6omin)

01  Intro and Key Concepts

02  Challenges and Trends

03  Fortinet Vision and Technologies
04  Use cases

05  Closing remarks

06 DEMO

07 Q&A

© Fortinet Inc. All F




Intro




Global Reach & Support

Majority of our R&D is based in North America

Chicago Ottawa
us Canada
Burnaby Concord
| Canada us
-
- - -
T
T Uberlandia
L. Brazil
Sunnyvale
us
-
Al R
H =
umw

Herzliya
. Israel

Sofia
France

-
-

- -

-
-

© Fortinet Inc. All Rights Reserved.

13,200+

Employees
Worldwide

Bangalore
India

Fortinet Dev & Support
@ Headquarters

@ Dev Centers

@ Support Centers

@ Centers of Excellence

Point-of-Presence (POP)

Software
Two-Thirds

Kawasaki
Japan

Engineers

Hardware
One Third



The Fortinet Advantage

Security Processors FortiOS Security Fabric Ecosystem
Superior NGFW and Ties all the Security Fabric’s Organically developed, highly 300+ partners
SD-WAN performance security and networking integrated and automated 500+ integrations
and efficiency components together cybersecurity platform
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Enterprise Analyst
Reports Validate Fortinet
Across Networking

& Security

Fortinet is one of the most validated
enterprise cybersecurity companies in the
world ranking in leadership positions across
dozens of analyst reports highlighting the
broad application of the Fortinet Security
Fabric.

*Analyst validation includes reports where expert and independent 3rd party analysts rank
and evaluate vendors: Gartner Magic Quadrants, IDC Marketscapes, Frost & Sullivan
Radars, Forrester Waves, Westlands Advisory Plaform Navigator, Kuppingercole
Compasses, Gigaom Radar.

Gartner
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Fortinet Security Fabric Expansion

Control and Protect Everyone and Speed Operations, with Counter Threats, with Secure Any Application
Everything on or off the Network Al-powered Automation Coordinated Protection Journey on Any Cloud
NOC soC FortiGuard
FortiAnal :
@ FortiManager G oriAnalyzer Security FortiWeb
a Public Cloud
FortiClient ZTNA : FortiSIEM / Gl oo
E?(;Egate FortiSOAR Security -
(o[-
: FortiGuard Devicc_a FortiGate VM
FortiAlOps SoCaaS /IR Security
o
. : Internet >
) FOMISASE S FortiEDR / Application 2
S ortiMonitor FortivDR Security M S
B -
: o
" FortiPolicy ortiRecon Services 8
K FortiAuthenticator FortiNDR Data Center 8]
= —/ \ — S
S <}
L 3
FortiToken @
SaaS
x FortiCASB
N oo FortiGate SD-WAN FortiExtender  FortiProxy
Edge
Users and Devices Networks Applications
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Key concepts
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What’s Secure SD-Branch? o ——
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Fortinet
Secu rity vy
Fabric a 3
fgi Connectors c_) Multi—CI(:ud / A
00 DevOps aWS,,
5: 2P|S t Q Legacy WAN
O Ecosystem @ @ =D LogMe®
( )1% K] Internet/SaaS
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Secure SD-WAN

SD-Branch

Secure SD-Branch
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D\Q\ Zero Trust Principles:
O

Never trust, always verify.

Discover

Control

Monitor

Users, devices, system, data and applications

Use policies to grant least privilege, authorize
and authenticate everywhere, all the time and on
a per-transaction basis.

Continuously monitor, re-evaluate and assess
cyberhealth. Baseline and adapt

Assume you were breached.

© Fortinet Inc. All Rights Reserved. 11



Fundamental Pillars of Zero Trust

Zero Trust

APPLICATIONS

Users

Identity, Credential, and Access
Management

Network

Control network access, visibility to
make dynamic policy and trust

decision on network and data traffic

Automation

Automate event responses across
products to reduce reaction time

© Fortinet Inc. All Rights Reserved.

Devices

Real-time cybersecurity posture
and trustworthiness of devices

Applications

Securing and properly managing
the application layer

Analytics

Observe in real time what is
happening

“ACT-IAC Zero Trust Cybersecurity Current Trends”
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Industry Challenges




New Educational Landscape Drives Digital Transformation

Today’s students come to school technically savvy
» Expect to be engaged

» Expect technology “should just work™

Network enabled learning tools

« Digital “Chalkboard”

* Assignments given and turned in online.

-
bl ke

 Interactive applications to engage and enable students.

 Effectively monitor and help students who are having
difficulties.

Security is a key concern
* Protect information
» Ensure proper use

» Security vs User Experience

i © Fortinet Inc. All Rights Reserved. 14



What IT challenges are Educational ClOs facing?

Well... ChatGPT

Why not ask to the
new oracle? i v a

Examples Capabilities Limitations

"Explain quantum computing in Remembers what user said May occasionally generate
simple terms" - earlier in the conversation incorrect information

"Got any creative ideas for a 10 Allows user to provide follow- May occasionally produce
year old’s birthday?" - up corrections harmful instructions or biased
content

ChatGPT

"How do | make an HTTP Trained to decline inappropriate
request in Javascript?" - requests Limited knowledge of world and
events after 2021

What are the main challenges CIOs are facing on schools and universities?

ChatGPT Mar 23 Version. Free Research Preview. ChatGPT may produce inaccurate information about people, places, or facts

© Fortinet Inc. All Rights Reserved.




According to ChatGPT “Researcher Group”...

& Cybersecurity and data privacy
A\~ 4

ol
tdih- Digital Transformation / Hybrid Learning

Compliance requirements

Elle
N\
N
dlbh
Budget Constraints

User experience and adoption

,ivm Digital Equity

i © Fortinet Inc. All Rights Reserved. 16




Ok. But what’s all about Fortinet Zero Trust?

Easy-Peasy: Our Zero Trust solution can help you in

Improving security Simplifying management Delivering greater agility Improving user experience Increasing efficiency
and reducing costs

But... HOW?

Glad you asked...

= © Fortinet Inc. All Rights Reserved. 17



Implementing a consolidated network
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Create a
mature and
efficient
security
strategy

© Fortinet Inc. All Rights Reserved.
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Fortinet Vision

Network Convergence and Consolidation




Convergence

Secure networking will be larger than networking by 2030

Secure
Networking Secure

30% Networking N ?ecu;;t_e Net ki
40% etworking etworking

Networking Networking 20 o
o 500 52% 48%

2010 > Today > 2030

1 Gartner, Forecast: Enterprise Network Equipment, Worldwide, 2022-2026, 3Q22 Update (December 2022). 2 Gartner, Forecast: Information Security and Risk Management, Worldwide, 2022-2026, 3Q22 Update (December 2022).
3 Fortinet estimates.

T © Fortinet Inc. All Rights Reserved. 02



Old vs New Network Landscape

Connectivity Secure Connectivity
Trust Everything Zero Trust
Device Networking Application Device Secure Networking Application

. Connection based on application, content
Connection based on IP . PP L ’
users, devices and location
| . |
- <?ecurity
Small amount of 4 “Ratne’ | More compute
compute required 1 Il F required

= © Fortinet Inc. All Rights Reserved. 23



Effectiveness of converged networks

_— 7 Y
o~ 4l o
Cost Reduction Improved Efficiency Reduced Downtime Increased Productivity Increased Security
According to Forrester, According to IDC, Gartner reports that According to IDC, According to Forrester,
organizations that converged networks organizations that converged networks organizations that
adopt converged can improve network adopt converged can improve employee adopt converged
networks can achieve  efficiency by up to 40% networks can reduce productivity by up to networks can reduce
cost reductions of up network downtime by 20%. the number of security
to 25%. up to 70%. incidents by up to

30%.

* Forrester: "Converged Infrastructure: Benefits Beyond the Data Center” / Gartner: "The Top Six Benefits of Converged Infrastructure”

AR
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Fortinet Technologies

Convergence and Consolidation




@ Fortinet Zero Trust Architecture

E Data
Centre 1

Q 8 aiy INTERNET

Device User z ﬂ
SaaS Apps
1 2
. . v Data
Validate Verify Device Application Centre 2
Device User Posture Access Only

FortiGate-HW
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Web App

File Share

Web App

File Share

Web App

File Share
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"
w®  Tight Integration With LAN, WLAN, WWAN, ZTNA

Transition to support SD-Branch, SASE and Zero Trust Edge

ORI - =<y
Kg < 00 00 L

ZTNA Wireless LAN LAN NGFW SD-WAN Wireless WAN

Only Vendor Integrates & Manages All Functions with a Single Management

Simplify Architecture Accelerate Enhance Operations Accelerate Transition to Zero
and Management Troubleshooting and Lower TCO Trust Edge & SD-Branch

Al R
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Fortinet LAN Edge Difference

LAN Requirements Convergence

00
NGFW I:m
a0

Wirsless ((.))

@
One Console One Config
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NAC

High ROl & Low TCO

Fewer Licenses
Simplified Operations

29




NOC and SOC integration

FortiGate

IAP

=" = FortiGate 300E Demo-ISFW-PRI

Favorites Q Search

@ Dashboard

NX Security Fabric

FGT2KE3916900421

Physical Topology
Logical Topology
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Settings
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& FortiView
< Network
£¢ System
B Policy & Objects
@ Security Profiles
0 VPN
& User & Device

= WiFi & Switch Controller

[l Log & Report
@€ Monitor
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@~ A~ z demo~
NoAccess Device = DeviceTrafic @ now~ A0 & (5

Sort By: | Bytes (Sent/Received)

—
=

Demo-ISFW-ENG

5108EP5918004281

—
=

.’

SALES ACC SW Demo-ISFW-SALES

—

DISTB-A HR ACC SW

— ()

SALES AP

()

FINAP

— e

ENG AP
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Tracked ldentity for regulatory compliance

It's no longer about what a device is doing, it's about what a specific user is doing

= FortiGate 600D fortigate-primary

@ Dashboard < | © AddFilter Onow~ B ~
. . »
¥x Security Fabric Source Source Device Bytes (Sent/Received) + Sessions Bandwidth
@ FortiView 0sx1$ (172.18.101.201) & osx1 2.47 MB E— 5 600 bps ™
0sx2$ (172.18.101.202) & osx2 1.90 MB I 6 600bps W
eschulhof (172.18.120.3) # Macbooks-MacBook-Air 224498 W 5 Obps
=
S Bl arussell (172.18.101.218) = host7 36.83KkB | 12 0 bps
A ce0(172.18.120.2) & 60:f8:1d:c4:0f:68 33.14kB | 1 Obps
Applications
172.18.104.100 @3 00:0¢:29:54:5¢ 2 Obps
Cloud Applications host5$ (172.18.101.104) 28 host5.fortinet ceo 8 168 bps |
Web Sites hosté$ (172.18.101.105) &8 hosté.fortinet: 172.18.120.2 12 0bps
e
Tt host1$ (172.18.101.102) =2 host1 P 23 72bps |
Compromised Hosts host3$(172.18.101.101) 2& host3 60:8:1d:c4:0F-68 12 264 bps
.18. : & JWANG-PC = 11 64bps |
WiFi Clients i AL ot o = swat-corp (swat-corp) B
jvillarreal (172.18.101.219) aa& host8 12 176 bps 1
Traffic Shaping J . - = Mac OS X
R host2$(172.18.101.213) 88 host2.fortinet @ fortigate-primary 10 Obps
peblaci o bad hudot Administrator (172.18.100.8) == ad *) office area 2 4 Obps
Sources fac.fortinet-swat.com (172.18.100.12) A 00:0¢:29:¢7:fb) & 60:18:1d:c4:0f:68 4 32bps |
Servers 172.31.8.175 Se 1 5 232bps 1
Threats host4$ (172.18.101.103) &8 host4.fortinet S 3314kB  — 7 5 kbps E—
A Administrator (172.18.101.11) &8 jumphost Obps 1 72bps |
- 7 N Administrator (172.18.99.11) 2528 1 0bps
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Zero Touch Deployment

« Ship equipment directly to site
* No costly onsite expertise necessary
« Time to deploy minimized

T
| Lo
— ] E"jEJ

\ lOC/SOC_, l
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Connect FortiGate to
internet

FortiGate sends out
discovery to FortiDeploy
FortiDeploy pre-populated
with serial Id of FortiGate,
forwards to assigned
FortiManager
FortiManager pushes
configuration to FortiGate
FortiSwitch and FortiAP.

32




Secure SD-Branch Deployment

Simplified Management
Integrated Security
Lower TCO

((.)) SD-WAN

Forti@c C%SD BRAN
5

A1)}

Network Access

loT
Small Branch

Data-éénter

Internet 1 ’

SD WAN WAN Edge
©
x
SD-BRANCH Network Access

loT

@

FortiNAC % C'%

—&
2 | -:-=
T =
YT | arge Branch

( NOC/SOC

e

FortiManager  Centralized
FortiNAC
I

loT

xX
SD-BRANCH &

©,

FortiNAC

I/
Medium Branch
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FortiAIOPs

Powered by Al
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Native Automation

Search SAT_LATAM

- i o
#fgt-automation n 1 @
N

Add a topic

|
v Channels Someone just enabled a Phishing SSID named as Apto 212A near your network at 2021-

# fgt-automation 03-17 15:46:06.
+ # | This PEGATRON access point is close to FortiAP FP221ETF19003207 and is beaconing at
genera

channel 1 with -21 dBm of signal.

ew
SAT_LATAM_Automation APF 346 Today v
Security Alert - Phishing SSID!

Browse Slack

Edit Automation Stitch
FortiOS Event

Log
Event | §@ Offending AP detected x
Action
CLI Script Email FortiExplorer AWS Lambda Azure Google Cloud AliCloud Slack Webhook

Notification Function Function Function Notification

Minimum interval (seconds) | O

© Fortinet Inc. All Rights Reserved. 35



Use Cases




Use Cases

=

Network Access Securing Work Automate
Control From Anywhere incident response

T © Fortinet Inc. All Rights Reserved. 38



Use Case — Network Access Control

Advanced Segmentation

» Accurate endpoint Information

« OS
Logged-in user / social ID / avatar

FortiClient status

Endpoint vulnerabilities

Correlate multiple MAC

* Online / offline

* Provide endpoint risk score to
the Security Rating

* Risk-based awareness /

» Unpatched vulnerabilities.

Name Block_Vulnerable_loT

Status (M ETELIE O Disabled
FortiSwitches Specify

Description 7.0/63

Device Patterns €

Category  Device User EMSTag RYOILGEELII1a%

Match Severity is at least )=«
=3 High mmmm

Switch Controller Action €@

Assign VLAN @© xE gtn.internal8
Bounce port [ @)
Assign device to dynamic address @ (O

Wireless Controller Action

Assign VLAN @ = wqtn.20.fac v

9
)



Use Case — Network Access Control
Intent-based Segmentation

HR portal
Teacher

FortiSwitch FortiGate

M |
Student codie

Teacher / Student ~ Moodle J

Teacher SUAP

Teacher / Student Internet

Student Portal RH s

T © Fortinet Inc. All Rights Reserved. 40



© @ 0 ° ® ® 3 B

(Install Selected](x]

> MacOS X System Update 13.1 (1) m Auto-Patch

silvaa

| NA ZERO TRUST TELEMETRY + Browser (0) ® ) ZTNAAccess Denied -

] REMOTE ACCESS 4+ MS Office (G < C O 8 : ‘ myfortinet.com
ui, ZTNA DESTINATION + 3rd Pa rty AF .
. MALWARE PROTECTION = - =
4 Service (0)
| > Oops, ZTNA doesn't let you in
| _ 4+ User Config
o Notifications
{ Note:
L} settings 4 Others (0)

* Mobile users, please use a Fortinet issued computer instead.

ﬁ About

* For desktop/laptop users, please try the following debug process.

1.make sure your Forticlient is running 7.0.6 GA or later

2.Clean the cache of your browser, restart your browser

For the different browsers, please try to use the below links to find how to clear your
cache:

Chrome

Safari

Edge

Firefox

3.Disconnect EMS from FortiClient, connect back to EMS, and wait for 5 seconds

Please contact regional helpdesk if you continue to have problems

ZTNA Access Denied Policy restriction! No policy matched! End-point SN miss matched. SN: 3751E 41




Use case — Automate incident response

A

Automation via IOC

Stations trying to
access malicious site

Traffic detected
(or blocked)
by FGT UTM

FAZ l1oC engine
computing logs

e Logs sent to FAZ

I I I FortiGate

FortiAnalyzer

loC detected by FAZ
Event sent to FGT

- © Fortinet Inc. All Rights Reserved. 44



Use case — Automate incident response

Automation via IOC

A Qpc01

Upstream Internet ~

Security Fabric: ASCF

HEEE X 5
S @

Topology last updated 8 second(s) ago. Security Rating
results that ran 1 hour(s) and 53 minute(s) ago were
aggregated.

< Update Now

mP

Sessions
Bytes (Sent/Received)
Bandwidth

Packets (Sent/Received)

& ACC-FIN (B FS108D3W16001218: port4) "

Win10Vuln

192.168.115.52

o Win10Vuln
Device =2 Win10-Vuln
Status &) Registered
Vulnerabilities (221 29] (5]
MAC Address 00:0c:29:9b:f0:4e
nterface
0s Windows / 10
Topology m NGFW-PRI

[ 1ISFW-PRI
-l ISFW-Finance
B ACC-FIN

‘2@ 00:0c:29:9b:f0:4e

37

273MB —

65 kbps |

2286 kB —

@

UTM-ENG

Win10-Vuln
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Closing remarks




Summary

N

Zero Trust is a philosophy/culture, not a solution.

Follow Fortinet recommendations

Take the FTNT Maturity Level Evaluation

Trust no ONE else, but us. @

© Fortinet Inc. All Rights Reserved.

So...

Assess your
current security
posture

Monitor and
maintain your
security posture

Implement ZTA

Prioritize your
security
investments

Define your
security goals

Develop a
security strategy
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Improving your Zero Trust Skills

Zero Trust Architecture
and Solutions

NIST Special Publication 800-207

Zero Trust Architecture

Scott Rose
Oliver Borchert
Stu Mitchell
Sean Connelly

This publication is available free of charge from:
hitps://doi.org/10.6028/NIST.SP.800-207

COMPUTER SECURITY

National Insitute of
Standards and Technology
US. Department of Commerce.

Zero Trust
Access

dummies

Reducing the
attack surface

Improvir
access and security

FiERTINET

Lawrence Miller

© Fortinet Inc. All Rights Reserved.

The CISO'’s Guide
to Effective
Zero-Trust Access

Providing Continuous Visibility and
Control of All Devices and Users
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